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Fraud  
and mobile



Mobile ad spend is projected to 
top $130 billion worldwide in 
2017, according to eMarketer.

That’s 59% of the entire  
digital market.

As mobile continues to grow in consumer 
usage—and as advertising follows—it’s 
expected that fraud techniques will become 
more tailored, and more pervasive. 

Approximately 10% of all display impressions 
in the U.S. are fraudulent; there is reason to 
believe that this is equally the case—or more 
so—in mobile. Increasing evidence suggests 
that ad fraud is widespread in mobile activity, 
impacting SSPs, DSPs, brands, agencies,  
and publishers.  



Fraud in mobile can:

Fraud in mobile is not typically caused by bots. While bots can still 
wreak havoc on mobile, the more prominent type of fraud in mobile 
involves hiding ads in services or apps running constantly in the 
background. Location spoofing and app-name spoofing are other 
costly forms of mobile fraud.
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Types of  
mobile fraud
Mobile fraud can occur in a couple of ways:

Within an app

In the cloud
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Malicious apps
Apps can generate fraudulent impressions without the user 
knowing. This can be thought of as a kind of mobile malware. 

Background services 
Services running in the background are able 
to render ads even when the app is closed—
or not even started! These ads are invisible 
to the user and are capable of generating 
large ad volumes. Background-service fraud 
commonly has the following characteristics: 

1
• The app does not need to be manually  
 started by the user—it auto-starts by  
 itself on every device reboot or is  
 triggered by a common activity such as  
 screen lock or volume change.
• Spoofs geo-location/device ID/app  
 name in order to obscure its abnormally  
 high ad volume per device, and remain  
 inconspicuous to ad tech.
• It can even generate clicks on the invisible  
 ads through injected JavaScript.



App-name spoofing 
Similar to domain spoofing in display, apps 
can submit a false ad-unit identifier or 
app identifier to the bidding platform. This 
interferes with:
• Brand safety and contextual targeting
• Detection of apps utilizing background  
 services to load ads
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Hidden ads 
Common in desktop fraud, hidden ads are 
generated in-app in a way that is not visible 
to the user. Examples include: 
• Ad stacking
• Invisible banners

Many apps are used without the user being present, for 
example, radio apps, GPS, alarm clock apps, etc. These 
apps must be started by the user, but are designed to 
remain on for a long duration without the user being 
present. However, ads can still be shown in these apps. 

While this may not be fraudulent, such apps represent 
extremely low-quality inventory, which should be kept in 
mind when buying.

9:21 05
AM

WED

74ºF Sunny, 3 MPH

DISPLAY AD



Cloud hosting
Mobile devices hosted on 
Virtual Private Servers (VPS) 
In-app impressions are generated by hosting 
mobile-operating-system emulators or 
devices in the cloud and running apps that 
display ads, thus generating ad revenue for 
the app creators. Having full control over 
changing the device ID/Geo-location/User-
agent can mimic a variety of different app 
users to ad networks.
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What makes 
fraud in mobile 
particularly 
challenging?
Most types of fraud in mobile advertising are similar 
to those on desktop, but the technologies involved 
are entirely different. So, detection techniques have 
to be engineered from scratch, making it a particular 
challenge to combat fraud in mobile. 

As technology continues to develop, improving mobile 
viewability standards and mobile fraud measurement 
will help reduce its impact.

To learn more about the different types of ad fraud in  
digital advertising, download the full guide. 

https://integralads.com/resources/ad-fraud-essentials/ 
https://integralads.com/resources/ad-fraud-essentials/


About IAS
Integral Ad Science (IAS) is a global technology and data company 
that builds verification, optimization, and analytics solutions to 
empower the advertising industry to effectively influence consumers 
everywhere, on every device. We solve the most pressing problems 
for brands, agencies, publishers, and technology companies by 
ensuring that every impression has the opportunity to be effective, 
optimizing towards opportunities to consistently improve results, 
and analyzing digital’s impact on consumer actions. Built on data 
science and engineering, IAS is headquartered in New York with 
global operations in ten countries. Our growth and innovation have 
been recognized in Inc. 500, Crain’s Fast 50, Forbes America’s Most 
Promising Companies, and Business Insider’s Hottest Pre-IPO Ad 
Tech Startups.
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